
Key stakeholders in the medical device industry, such  
as medical device manufacturers (MDMs), contract 
research organizations (CROs), sponsors, and hospital 
organizations, must recognize the importance of a 
vigilant approach to cybersecurity to ensure the  
protection of patient data, patient safety, and data 
integrity of medical devices. 

Medical devices are increasingly becoming more 
advanced with new technologies and leveraging 
external connections to the Internet and hospital 
networks. Though these integrations can offer care that 
is more timely and convenient, the software behind the 
medical device can become vulnerable to cyber threats.1 

The FDA defines cybersecurity as the process of  
preventing unauthorized access, modification, misuse, 
or denial of use, or the unauthorized use of information 
that is stored, accessed, or transferred from a medical 
device to an external recipient.2 

In August 2023, a joint research report by Health-ISAC, 
Finite State, and Securin, Inc. found that there was a 
59% increase in vulnerabilities in medical products and 
devices from the previous year.3 IBM Security released 
“Cost of a Data Breach Report” in 2023 and found that 
the average cost of a confirmed compromise of health-
care data, also known as a breach, was $11 million, an 
increase of $1 million from the previous year. 

Data breaches have disrupted healthcare delivery by 
rendering medical devices and hospital networks 
inoperable, delaying diagnosis and treatment.4 Cyber- 
security breaches can put patients in harm’s way, lead 
to the loss of patient trust, and cost companies millions 
of dollars. Due to increased cybersecurity threats  
and integration of Internet- and network-connected 
capabilities, the need for robust cybersecurity practices 
in the medical device industry must be prioritized.
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Case in Recent Vulnerabilities
The healthcare industry is considered one of the most 
vulnerable sectors to cybersecurity attacks. Healthcare 
facilities and medical device companies have experienced 
countless attacks in recent years due to their size, 
technological dependence, and work in sensitive data.5 
In a 2024 survey, 92% of healthcare organizations 
reported having experienced at least one cyberattack, 
an uptick from 88% the year before.6 The FBI reported in 
2022 that 53% of connected medical devices and other 
Internet of Things (IoT) devices in hospitals had known 
critical vulnerabilities that put them at risk to  
cybersecurity attacks and data breaches.7 While the 
statistics highlight the increasing vulnerabilities and 
cybersecurity threats to medical devices, real-world 
examples further illustrate the impact these threats 
have on hospitals and patients.

In May 2017, over 200,000 Windows systems across  
150 countries were targeted in a coordinated global  
ransomware attack, known as WannaCry. The FBI 
considers WannaCry the first ransomware attack to 
target the operation of medical devices.8 In addition to 
targeting medical devices, WannaCry largely targeted 
various companies and organizations, notably hospital 
systems in the United Kingdom and United States.  
The global ransomware locked all files in infected 
computers and demanded a ransom in Bitcoin for the 
user to regain control. Hospitals in the United Kingdom 
and United States were forced to cancel several  
thousand operations and appointments, thereby 
disrupting healthcare delivery for up to 48 hours.9,10  
The use of Windows systems and the connection to 
hospital networks left medical devices vulnerable to  
the attack and encrypted by the ransomware. 
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A prominent MDM confirmed that their radiology 
equipment was among the infected medical devices. 
The radiology equipment utilizes contrast agents to 
improve the quality of MRI scans.11,12 According to their 
spokesperson, operations at the affected sites were 
restored within 24 hours and the MDM sent out a 
Microsoft patch for its Windows-based devices. The 
MDM recommended hospitals work with their IT 
security teams and the MDM’s Technical Assistance 
Center to ensure continued support of the contrast- 
enhanced radiology procedures that were impacted.13 
Another MDM that was impacted by the attack did not 
confirm which of their medical devices were encrypted, 
but they similarly ensured to work on updates to patch 
the vulnerabilities in their affected products.11 

The WannaCry ransomware attack exploited the  
vulnerabilities in the software behind medical devices 
and highlighted the importance of vigorous cyber- 
security measures. 

Medical devices may also encounter cybersecurity 
issues from inadvertent data breaches caused by weak 
internal systems. In October 2023, an insulin pump 
MDM, issued an alert notice to its users that the health 
data of approximately 29,000 users may have been 
compromised in a data breach. This breach was  
connected to the recall of the remote controllers used 
with the insulin pump. The MDM sent emails to the 
insulin pump users requesting acknowledgment of the 
recall. It was within that email that, when the user 
clicked on the individualized link, it erroneously shared 
protected health information (PHI) with the MDM’s 
website performance and marketing partners, including 
the users’ IP addresses and whether they used the 
insulin pump and the associated remote controller.  
To address the breach, the MDM disabled their clickable 
tracking codes and requested that partners delete the 
logs of the users’ IP addresses and unique URLs.12 

FDA Cybersecurity Guidances
Though the FDA had issued cybersecurity guidances 
prior to the WannaCry ransomware attack, it was not 
until December 29, 2022, that cybersecurity standards 
for medical devices were established as legally enforce-
able responsibilities. The Consolidated Appropriations 
Act, 2023, was signed into law and introduced an 
amendment to the Federal Food, Drug, and Cosmetic 
(FD&C) Act by adding section 524B, “Ensuring  
Cybersecurity of Devices,” in section 3305, “Ensuring 
Cybersecurity of Medical Devices.” Section 3305  
provided the FDA with the authority to establish  
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cybersecurity standards for premarket submissions— 
including 510(k), de Novo, HDE, PDP, and PMA— 
for any new medical device starting in March 2023, 
when the FD&C Act took effect. These standards outline 
the requirement of MDMs to submit plans to monitor, 
identify, and address cybersecurity vulnerabilities.

On June 27, 2025, the FDA issued the final guidance 
titled “Cybersecurity in Medical Devices: Quality  
System Considerations and Content of Premarket 
Submissions.”14 In this guidance, the FDA provides 
high-level recommendations on medical device  
cybersecurity considerations, such as incorporating 
security risk management processes into the entire 
quality design and development of medical devices,  
as well as maintaining and supporting medical devices 
with regular updates.15 Many of the devices impacted  
by WannaCry were running on outdated software, 
making them susceptible to the cyberattack. 

Had cybersecurity standards for medical devices been 
established as legally enforceable responsibilities prior 
to 2017, one may ponder if the impact of WannaCry 
could have been minimized. 

“Cybersecurity in Medical Devices: Quality System 
Considerations and Content of Premarket Submissions” 
also includes recommendations on what information  
to include in premarket submissions to ensure that 
marketed medical devices are adequately protected 
against cybersecurity threats. These recommendations 
include which information must be included in  
premarket submissions for devices with cybersecurity 
risk, like cybersecurity device design and labeling. 

The “Select Updates for the Premarket Cybersecurity 
Guidance: Section 524B of the FD&C Act” guidance 
proposed updated recommendations regarding  
cybersecurity considerations for medical devices and 
the documentation in device premarket submissions.15 
Some of the proposed recommendations include having 
MDMs provide comprehensive documentation on  
how cybersecurity protections are designed into the 
device and how any vulnerabilities and exploits will  
be addressed.
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CONCLUSION
Over recent years, cybersecurity attacks have increased in occurrence and severity. Medical devices are 
becoming more interconnected and more susceptible to these attacks and becoming increasingly susceptible 
to data breaches due to weak internal systems. Medical device companies, including MDMs, must adapt to 
this landscape and prioritize cybersecurity in the design and maintenance of their products. 

CRS recognizes this challenge and its importance to patient data, patient safety, and data integrity of medical 
devices and can provide support in leading quality management system development, risk management, 
product requirements documentation, and validation of these types of systems. We are vigilant in addressing 
best business practices for cybersecurity functions and conformance to regulatory requirements in our 
processes as we know what’s most important—the patients.
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